] AVAVAVAVA
'VAVAVAVAY

|U

Product Design Portfolio



Roles and accomplishments

I ReSponSibilitieS and PrOjeCtS ﬁi Accomplishments at DiDi

: \
¥ Main Responsibilities ? 5 0 s B M
o EagleEye Endpoints Protection Platform end to end UX enhancement / 0

EagleEye clients’ trial conversion rate Generated revenue with UX Enhancement
2019 18%, 2020 46%, 202162%, 2022 83% in commercialization of the product

8.3 9

Product average NPS score New clients acquisition
13 Clients sample, NPS value 64%

O Cross-functional team products UX supports

O Holding design workshops, talents training, and knowledge-sharing sessions

8 Key Projects

o Build EagleEye entire design system from scratch
o Re-design the features related with audit and control management n_‘l 25 +
o Cross-functional team support with UX guidance, supervision, execution Build EagleEye design system New EagleEye features launched

o Build UX of DiDi D-Sec endpoint software

o0 Mentor, collaborate with contractor and interns in multiple projects . ] 000+ 20 +
' 7

Related product page design Talent training project completed
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Product overview 2

EagleEye EPP

¥ users: Enterprise Security Operators
8 Internal + External Covered: 100K Endpoints

Internal use Commercialization

e Market — Approved

e Internal Security Tool § “****=* rr” >
1 * Mature Product

......................................................................................

Traditional DLP EPP Integrations =Henweniiis) o Beijing
. - Brasilia

S Sydney

e TRAD. DLP Features
* Risk Detection

. . : * Control Management
¢ Security Audition o Eniiidinie Ban il : dpares O it S b AR
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User Experience Enhancement § —
EagleEye Policy Center - -
o
- ]
To effectively address complex problems and enhance user experience,
it is crucial to gather and analyze data using established design methodologies.
By doing so, it is possible to identify and implement improvements that will [—— o
increase feature conversion rates, task success rates, and engagement rates. f"'“"" e
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Product observation and growth trend

Business and Users' Goal

Enterpise Level

EPP with one stop solution
@ Fission period
" Seeking the 2nd Curve

Start from Policies Control
External
Market - Approved
¥~ DLP Product
External :  Mature Period

@ DLP Product
intermal Stable Period

Security Tools :
Growth Period

BUSINESS GOAL®

e Trial Conversion

e Clients Acquisition
¢ Clients Retention
¢ Revenue Growth

¢ NPS Increase

e Market Share

USERS (SecOps)’GOAL °
e Efficiency of Daily Task

¢ Reliability of Performance

¢ Meet Flexibility of Requirements

¢ Lower Learning Cost

¢ Effectiveness of Cost

e Scalability of Features

e Continuous improvement

¢ Reduce Insider Risk Rate

¢ Improve Security Awareness



Qualitative analysis from existing policy configuration features

] User Feedbacks

SecOps

David Li

Kz Wu

Bert Wu

Vic Wong

Jason Zheng

Yaoxiong Zheng

Alex Zhao

Jimmy Zhang

Cherie Wong

Vicky Yu

Position

Director, Security Operations

Security Operations Manager

Security Operations Administrator

Security Operations Administrator

Cyber Security Administrator

IT Security Administrator

IT Security Administrator

Information Security Administrator

Information Security Administrator

Information Security Administrator

User Scenarios

-+ Assessing the impact of departmental policies
- High-level review of security policies content and structure

- Managing security policies and procedures
- Managing insider threats, Identifying and protecting sensitive data

- Developing app related policies and procedures
+ Configuring multiple policy control management

- Developing app related policies and procedures
« Configuring multiple policy control management

- Developing webapp related security policies and procedures
- Configuring webapp, app blocking control management

- Developing deivce security policies and procedures

- Configuring device basics, app, app process control management

- Developing deivce security policies and procedures
- Configuring device basics, external device control management

- Developing forensics, watermark security policies and procedures
- Investigative multiple policy control management

- Developing forensics, watermark security policies and procedures
- Investigative forensics, water mark control management

- Developing forensics, watermark security policies and procedures
- Investigative forensics control management

Pain Point

Configuation process not start from department level

For All / For One interaction process is inconsistent

Confused on content and feature, feeling useless

Validation errors when edit, performance issue

Frustrated on workflow, batch operation not userfriendly

Complex process on control management workflow

The workflow is very confusing, conflicts, validation errors

Interactive confusion, no confidence to use on forensics features

Too much info need to fill on form, hard to complete the daily task

Batch operation with performance issue



Quantitative analysis from existing policy configuration features

- Data oo

Collaborate with data scientists to ensure the data from internal analytics tools are accurate.

Metrics

Task Completion Rate:

Time on Task:

Error Rate:

Click-Through Rate:

Engagement Rate:

Attribute

Abandoned tasks

Repeated tasks

e High average time

e High standard deviation

e Frequency of errors

e Types of errors

® Low click-through rate

® Frequency of engagement

e Duration of engagement

Data

40% (poor)
20% (fair)

20 minutes (fair)

10 minutes (fair)

10 errors per user (fair)

50% syntax errors (fair)

2% (fair)

1 time per day (fair)

2 minutes (poor)

Analysis

Users are encountering difficulties

Users are having difficulty understanding how to complete the process

Process is too complex or time-consuming

The process is inconsistent or difficult to predict

Users are encountering problems during the process of setting

Program language used in the Ul is confusing or unclear

Users are confused about content, lack clear CTA, unappealing Ul design.

Users are not finding the policy configuration feature useful or valuable

Users are quickly losing interest or becoming frustrated with the process



UX Validation on exsiting policy configuration features

] Survey Model

Use Google Heart Model with slightly change, send the survey to 10 SecOps and combine the data from data analytics tools to calculate.

Action -

Engagement 5%

e Features — DAU
e Features — Last 7 DAU

e Features use often

Rentention 10%

e Features — Last Day
e Features — Last 3 Day
e Features — Last 7 Day

Task Success 30%

e Complete tasks quickly?

e Complete tasks accurately?

e Complete tasks easily?

e Completion of daily tasks?

Data
Data

Survey

Data
Data
Data

Survey
Survey
Survey

Survey

Avg. 3.67

(3/10) 3
(4/10) 4
4

Avg. 3.86

(32%) 3.2
(46%) 4.6
(38%) 3.8

Avg. 3.50

W W A b

+ Attitude

Happiness z0%

Easy to learn?

Easy to use?

Recommend product to others?

Recommend features to others?

Adoption 5%

Would like to use now?
Would like to use in future?

Would like to use instead of
choose other product?

Avg. 4.25

Survey
Survey

Survey

A A b O

Survey

Avg. 3.33

Survey
Survey

Survey

» UX Score

.12



Fom user feedbacks, data and survey model

Defined Problem

K Policy controls were fragmented
¥ No policy view from Department
K Useless of All Device Configuration
¥ Complex workflow

¥ Performance issue with validation process

Event Dashboard

Bahavlor Analytics

@ Suspicious Behaviors

Invvastigata

@ Activity Tracs
B File Trace

B Clipbuard

B Event Dashboord
Faransics

B Screenzhots

= Screen Recording
G Browser History
B Felen Fike

& Data Wiping
cantrol

Z) Screen Watermark

Enterprise Assots

3 Devicea

a4 Departmsnt Managemant

Bt Software
Endpoint Management
3] Agert Relessss
¢ Access Control Setting
A Severity Configuration

Policy Config
| 0LP Rules

A Ml b Sanfin

Home / Control Conhgurat

Total £

Content of Strategy

& Buidu Clowd Disk  Duill

Kingsaft WPS  Buit-Ir

(%]
& Priptor @ Ouill-it

¥ USE Storags Devices @

Al i-in

cigl Cormguration  Total 7

Device Or Device Group

- VkdVEdLSkkx | TUxNSSVERIGKG
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All Devices Configuration

All Bevices will bo configured, exceot special conhyured device.

Strttogy Blocking mode

Type

Applicaticrs @ Neiwork Block
Applicaticra @ Network Sluck
Sxas) © File Printing Block
aﬁ;ﬁl "} File Copy Block z

) Fils Encryption @

) Injact Prahibitad

Special Configuration

Configuration
Status

Special configuration devices, will according to issued actual configuration and not follow any default configuration.

Remarka Operats

tlanglangian

Wentest

jindateat

S

User Configuration Strategy

Apos: (3
Apos: @ | Extemal Devloss: ¢

Apvs: @

Operate Time

AA6/2021172:33:50

12/17/2020 10:47:24

12/17/2020 10:43:.07

10 4T iANAN Anan-00

Operate

@

Operate
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Use Product Thinking for a design solution

Methodology 01 Framework Update

Focus on the product logic to re-build security operation workflow, re-build
information architecture to ensure operation easily and meet users’ need

EMOTION

Interaction Layer
EFFICIENTY ;
S Framework Layer
B >

DESIGN STRATEGY

02 Efficiency Improvement

Improve basic source, set element priority and optimize display, simplify the workflow to
enhance the operation experience

03 Design System Empowerment

Empowering design system is more effective internal collaboration, improving visual experience
in security operation scenarios and enhances branding recognition



Page section and feature conversion issue

1 Why nobody uses All Device Configuration?

REREPD —RREPD Ei How’s the user feedbacks?
(o] o
Current design usabilities Current design useless reason
Statistics from SecOps Survey from SecOps

8 What is it? oo, SU———

- An important carrier of the overall endpoints configuration

* On/Off behavior
¢ Conditions need to be accessed

More needs on
0
25% special device configuration _ s
44% 6 2% Feature is fragmented, _ 54.3%
conflict in the workflow

so so + Not at all
Less uses case on All of - 33.6%

on/off scenarios

\. 10%
3% Others -18_5%

18%

Main channels for security operators and endpoints interaction

¢ Endpoints need to be managed in enterprise assets level
¢ An important configuration channel

® most useful ™ more useful ® so so ®useless ® Not at all

*The data from user interview and survey



Visual analysis from Heat—Mapping tool

Heat Map References

- All Device Configuration feature is useless, page section conversion rate is low
+ Users may open couples of the same page in one browser by interacting at Nav
- Users are encountering scrolling issue

-

Landing page before scrolling Landing page after scrolling



Framework Problem

Existing Framework

---+ Duplicate Conflicts

— < Performance Issue

\ Poilcy 1 \

All Devices Existing Feature Logic e e £ / N\ g S SS
Policies | T [ Poilcy2 | BU INE
(For All) < 5 Nz e ) \ R e
‘ Policies ... »o r €-..
/ \ ( B LEE LTI Poccceeniiiieai, ( Poilcy 3 .
o ) ol € » ~[ Compliance
ompliance | > Rules | /o . /
Requirements | < W W T 77 TN . b _Tr S erVi ce
A / BN
o —_— .. | Poilcy4 | .. -
Special Devices S
Policies > X
(For One, Partial) 1 A

[ Poiley5 | ..o

Fragmented Policies with rules on For One, Partial / For All configurations
Usage for all device configuration is too low
(Problem from research)



Framework Update

New Framework Design Thinking

= Inherit Rules from default scenarios

3 . -« Create, Edit, View, Delete Exception Rules
: Batch operations - ) . " "
: : - Batch operation workflow focus on For Partial from Dept. to avoid conflicts

; Scenarios
\‘ ....... A

,"/A,| Devices Existing Feature Logic 1- g - Built-in Rules B us l N ESS

' Policies | i ¥ “.——_ -+ Create, Edit, View, Delete Rules

\ (Foran ) < 5 5 e N / AN

-8 A /" Policies S £ N,
~—¢— / \ Aggregate fragmented policies Default
ICI \
— ‘ OB (Ideas from Research) | Rules I .
/ \ | v 2 \  Save on Action = .
| & : ; -
( Compliance \ ,-"‘ ) Aggregated |.-° /\\ Co m p I Ia n ce
| Requirements 7 A o Policies // TE— .
o A/ , Service
N : Exception
l Rules
) \ Publish on Action
Special Devices Department \ //
PONCIES  feeemeeneeneeneeaaee Poecnennenaeaaennnn
(F OO Im:,s jal) ; ) , 2 PR / = Inherit Rules from default scenarios
o TinefocTomoice dinenen inecee List o Create, Edit, View, Delete Exception Rules
Id: f R h ' ’ !

jlasksiins Resesrch « Dealing with For One / For All from Dept. to avoid conflicts

Configuration impact: Exception > Default



Information Architecture

Wireframe with I/A

r—- Agﬂl‘ega‘ted po'icies

[ Bread crumb l )
Nawigation CoOC) @y
Save
policy tt/pe 1
Pohcy center create rule
Default Pelicies Rules table
Exception Policies
Policy Type 2
create rule
Rules table

N
S

All is Selected

ot default on dept. list

\ /—- Agﬁ(‘ega‘tepl PO"IC;CS
r Bread crumb { \
”aviga‘tion ) [ ) ) ) |
Po[?cy type 1
Policy center [M click on detail in one rule
Default Policies Rules table be‘t&ils Nf N
Exception Policies Ee:t' / Exception Rule detail
—_— IS
C‘ea‘te exception rule / \1
Policies POhC‘, t‘{PC 2
inherited
from exception rules
default table with Edit
conigured De'ete-
Rules table Details details and (T i:,‘:“'““
— 7
N / \ —/
- J _

Same policies and rules for Comect default and exception




Efficiency Improvements

Interaction Enhancement

o Optimize display, information at a glance

Expression Shows the unity of relevance and highlights the key content

All > Defalut

Special > Exception < O Set Element priority, publish with caution

Specify Configuration, ensure the priority

Make the Workflow with :
High Emciency ..............................................................................................

£ O Improve Basic source, unified management
Integrate multiple configurations, establish the function logic




Efficiency Problems

Exsiting Workflow

Day 1 Day 2 Day 3 Day 4
e ; B Review added devices on Day 1 — —p Review added devices on Day 2
< Add app block policy B N . Add screen watermark policy for a i
B s r ' = | o 3
- on 50 devices f particular department J L
' i A - B
\ B W ¥
\": X
v Checd : Check adde
}' Crex on edit In one row, B Kaddogdavics Click on edit In one row, aoed
one device ot from one depantment GeLerTEYS IO
which deparment wihich desices
Fill out all info to the form
Fill out all info to the form |
v v
J’y Change to another app Change to another app
- block policy Can't chack due ! block policy C eck due to add
policy on davi v on department
Validation dimension dimension
Validation
e —
— )
Feilal e Suecess vt no Failed due ta duplicate Sl | | | Faild due to
e A duplicate, 1) 7 N\, - devioes addart duplicate, . e’ - o >y = ~ performance issue Success
duplicate (.l;w o5 el i bl vtk onDay1 display in table with a row {Technical Constraing)
50 rows of departrnent




Efficiency Improvements

Basic and Element
O O

@ Improve Basic source, unified management @ Set Element priority, clear for IA expression

o ."' “" ""' Priority Clickable Elements of Defaults and Exceptions
heeemeeneee E SRRCRT T EEEREER ' Critical
. PO/ po T EO Y >

Department

Major
Landing of DEF, EXC

AFTER Minor

PO/ e N Y IEEEEN >




Efficiency Improvements

Expression

@ Optimize display, information at a glance

O

Aggregate fragmented Policy pages to the Tab, Creat, Edit, Delete (default), Detalis (Exception) for Default Rules, Creat, On/Off Switch, Edit, Delete, Prioritize
place Search and Department list on Exception Policies place Save and Publish button for Exception Rules
Pu P1 Self - Protaction P 2
. e . > - o . o Q X - + Defatut Rufes Description Exceptian Rules Action
o> e [ Vodmios © Getau) Covhgurntivng <) T Wen LN S~ e [ Pobesen Comroe | Exomann Conxeatin Proooas Tost (Ne protection tost Salf Test, CPU Yest, RAM Test © Dotala
)] (&)}
» Encocier Bavk ot Lathamy - oh Vedg ” Trocastitty OQ search Encpont Ban: pp— - [PV —
—_— 4+ Croat sn Excegtion F
Puodel e n Meracoal - - Salf - Protaction Pelichs
Corte Corir
it - Pyowation Priclen. - Exception Rules  Coverage On/Cff State Romark Operator Action
[y - & ek o B & Degartoerts Dafost Fabes Descrotion Exoeoton Rk Agmon
o T Adh e tacn fim | Totet 3 i S0 cHon el cht PR Device Source: Enterprise Assets
RS o - o L > Srocess Teot orotestion e 859 Teet, CPU Tosr, RAM Test — ek et i Lo - o & @1
= ) = UK Prossction (R 1 Dk praoses snbied o~ D
Frocess Tun (S sectecticn vt ] o i oo NIGEU iman posk I NS Bigtr © tuny £OU Text Device Source: Enterprise Aszots « Tost2 Weriiu 2 ® i1
DK Frotacson (R 73 Disk pencess watles Koew At on " OS: Windows, Mac N
¥ Bugieews See WA Conesd All RAM cssige Il Low-End Owace - Dwta
ou A3 CPU usage peak finit Axwutz Contra £ 0 et m
sz o RAM Teat Deios Source: Enterprise Assets » Test3 Wenliu @\
RAM Contro AL BAM usaae bmit Assats Tontrod DA < - werghmdtiny ‘Whie - List Polcles
w werdhy Datmst Pudes Dnascrgrten Exseption Rubst Acten
Sasemn Whitn ~ Uist Pokcles o} DISK Protaction (N A3 Disk process enabled © D
Carter ks Sl W heown >0 360 white ~ st @ Do
-~ b Wt Wit we  Toma Varguherpen Mas Updatos Mac Lyuses white - list Maz-Lpdee © Daters cFu A3 CPU usage peak imit MacOG-BigSur © Datai
4 v "
e Dutuntt ke Narms Sescriptizn Tyee [rr— Action 3 wta Bes €A DEA Swtegy whive — fist EA-Wdn - buis RAM Coctrol AL RAM usage timit LowWsEnid Dvlce © Dotall
P 10 350 whith - et 4300/ 0 Satnm v 3 mra once o
R— [PRTT———— i v
2 . 3 sarose
h oea DEA Sirstegy whits - ¥at Fil Hasn v RIS . -
> Entemrns Serace Grous White - List
> Wy
Defaiut Aules Description Exception Rule Action
280 360 white - st @ (tale
Mac Updates Mac Updates white - list Mac-Update © Datal
Deafut, Exception, Batch Op I DEA DEA Strategy white — list IDEA-Rus © Dot
integrate to Policy Center on Nav

Same rules for connection between default and exception



Efficiency Improvements 0

I Simplified Workflow

Before7 > After

Configure
Scenarios

-
+ « Exception rules are visible
@ * No Duplicate Validation
. * Publish with confidence

«
-
&
-

.......).............

bkl SEEGELEEEEEEEE

Add
Exception Duplicate

Validation

If Pass
Success
If not Pass
Try again

Operation
Workflow

Control Add Special

Management Configuration sssssas

the Dept.




Design System Empowerment

I Design System in Operation Scenarios

.......
--------
. .

Design

» .
.....
----------

Product Recognition
Branding Expression

. System Model :

........................

...........

- .~
o .
.

Ul Design
Pattern

- -
.......
.........

Efficiency Collaboration
Design Consistency

............
- ..
* b

Design
Principles

.
-
.~ *
-----
--------

Clear Direction
Design Specification



Design System Empowerment

Design System Model

Finalize Ul Master File, establish design principles, sync with
Engineer to build open source live design system (React Framework)

According to the style, Ul patterns and components
to generate Redline -

Spec

tools to validate usability and accessibility

i Pick same functional components, store them and in user
Validate scenarios and i ili ibili

Define

Ul Component or Style include grid, layout, typography,

Research

Research from Domain knowledge, former practices,
Design Trend, Corporate Branding, Competitive Analysis

Major lcons
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e o Q < > = @

o~ Home / Policies Center / Exception Policies s (1] Wen Liu
Design System Empowerment @
° Y Search Filter Endpoints Basic Apps Leakage Behavior Control WebApps Leakage I v Exception Rule has been created
U I DeSI g n I atte rn Personal Seprch Q Publish
Center
Self - Protection
Risk A+ All Departments
Center Default Rules Description Exception Rules Action
> CEO
o Policy 3] Process Test s protection test Self Test, CPU Test, RAM Test © Details
S Center Vv CTO
B Default VvV SSTG 4+ Create an Exception Rule
Policies
< > Business Sec
Exception Rule Coverage On/Off State Remark Operator Action
o et ' Foundation Sec
Policies Device Source: Enterprise Assets . B
Self Test O» Test Wenliu 7 @ |
wanghaokun 0S: Windows
Exception
Bulk Changes wenliu Device Source: Enterprise Assets
CPU Test SsiH s & Test1 Wenliu 2@ 1t
: Mac
o o RS | Center ) 3
' ] Yangzhongnan RAM Test Device Source: Enterprise Assets » Test2 Wenliu A1t
Zo\ 2h E S ; Task v
H Center > Info Sec
o Lo i
i DISK Protection /i All Disk process enabled © Detalls
> Settings WV > SSTG Office
e CPU All CPU usage peak limit MacOS-BigSur @ Details
T - > S&FO&L
e — e = RAM Control All RAM usage limit Low-End Device @ Details
s > Enterprise Service Group
Experience Service Platform
% B White — List
F:# Taba Speracation
oA it > Driver&Vendor Platform
AcH Evants—, Default Rules Description Exception Rules Actions
S > Goods Category
‘ . ik a e 360 360 white — list © Detalls
“ B veowsr R —————, > IBG
: S e > S BT Mac Updates Mac Updates white — list Mac-Update @ Detalls
o B ‘wenere TR
P SR PR St
& e RS AR > Voysger IDEA IDEA Strategy white — list IDEA-Rule @ Detalls
9 BATE WA P s
2 VAN A e ey .
PS > S &G Business line




Design System Empowerment 4

Design Principles

Deliver with Hi-Fidelity Mockups 8

Ensure Product Standardization 8



Collaborative Process

Teamwork, Dreamwork O

G Testing for Feedbacks G Convincing Stakeholders for Signed Off G Planning, Documenting before delivery G Follow up with implement process G Validate for Next Iteration
: 1. Generate Int. clickble prototype 1. Sync Goals, communicate with approach : 1. Clairfy each feature development and data api 1. Work with Engineers, present design specs 1. Data & Heat map from A/B testing
2. Usability testing with End Users 2. Design practices, domain knowledge and experience Support 2. Ensure the Development Resources 2. Overcome technical constrains if needed 2. Conduct User Interview and Survey
. 3. Optimization (lterate process) 3. Use End User feebacks to support 3. Clarify the overall sprint planning and scope 3. Validate interaction, Ul specs on stage envr. 3. Define problems form results
: 4. Compare with 2-3 versions for future A/B testing 4. Documented, upload all design related docs on 4. File defacts if any Ul or interact issues exist 4. Continue to solve problems
5. Clickble prototype to present user workflow, scenarios . WIKIi with userflow and scenarios description 5. Follow up with launch process

1
. 1
! o~ !
M [.Cl 779 1

. ' Y ofenuaiis

. ' » Fude Name Rule Type Set Rule Effoctiva Target Remark '
N ' e | = A v v v v !
: ' i‘ seen | Perscnal i I
. ' | maan Center Tyoe Operator Date & Time 1
i - iz v 20201009 - 20210225 [l !
Ris 1
: ARe: RAWH Sotar, Y '
2 | ' THENOCT TR, TETOM T TN TEG TLINARER T o os | Total 9 o 1
' '
, : ' Ruie Namo Rule Type Set Rule Effective Target  Remark Type Operator Date & Time Acticn »

'
. Let End Users (SecOps) . @ .
I - 1 1 158 Control BPM Adrmin !
+ find the solution e ! oy > e ‘
1 1 ' S Win Mark Watermark Al watermark Contr. Manual hacikun ]
' | ' 1
5 i - . . Low End [= low end ranagiment Bulk hackun '
, Based on the usability testing result/note, | . , ) . . X

S8 Admin 5:20:56
' s RS . ' ' Aszots !
v

! Va“date and Optlmlze the SOluuon I | Centor Mark Watermark AT watermark Contr Marusl hacikun 03-18 02:58:25 !
! ] 1 1
' ' , Task e End Cont low end tranagrrent Bulk heciaun 04 06:25:07 1
_________________________________ Care "
: uss Control USB Storage bogontype123 02/20 meeting BPM Admin 200-07-020 0:56 1
ottings v/ '
' N Mark Watermark Dark Vistermark Al A1 watermark Cantr Manual hackun 2021-03-18 02:68:26 »

'
'

!
1
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Convincing Stakeholders

Articulating Design Decisions %

e o Q < > + @ e o Q < > S @
O Home / Policles Center / Exception Policles (a) (@) Wen Liu
Y Search Filter Endpoints Baslc Apps Leakage Behavior Control WebApps Leakage Traceabllity Configuration
o | (5203 a
Center
Self - Protection
Risk v A% All Departments
Center 5 Defauit Rules Description Exception Rules Action
[#e]
Policy S Process Test s protection test Salf Test, CPU Test, RAM Test @ Datalls
Center v CTo
Default v SSTG + Create an Exception Rule
Policies
& % > Business Sec
Rule Details — “Process Test —— Excaption Rule Coverage On/Off State Remark Operator Action
Polciss X B Device Source: Enterprise Assets
+ Croate an Excopticn Fule Self Test sl a» Test Wenllu 0@l
wanghaokun 0S: Windows
Exception
Exception Rule Coverage
Bulk Changes wenliu Device Source: Enterprise Assets
St Device Source: Entorprisa Assets . CPU Test R «© Test1 Wenllu [GRONS
o ~ s v ‘
Cent i
Derios Source: Enterprioe Assets ’ “ i RAM Test Device Source: Enterprise Assets » Test2 Weh @@ |1
05: Mac Task W
Center > Info Sec
DISK Protection &% All Disk process enabled © Detalls
Settings v > SSTG Office
CcPU All CPU usage peak limit MacOS-BigSur © Detalls
= > S&FO&L
<= RAM Control All RAM usaqe limit Low-End Device @ Detalls
> Enterprise Service Group
> Experlence Service Platform White — List
> Driver&Vendor Platform
Default Rules Description Exception Rules Actions
> Goods Category
> 86 380 360 white - list @ Detalls
> BT Mac Updates Mac Updates white - list Mac-Update © Detalls
> Voyager IDEA IDEA Stratagy white - list IDEA-Rule © Detalls
> S &G Business line

Stakeholder Expected: Display a Rule Details Model after User click on Details My Approach: Expand a row for Rule Details after User click on Details (Proceed Version v')



UX Validation

Data result after launch

After 7 days of launch, collaborate with data scientists to ensure the data from internal analytics tools are accurate.

Metrics

Task Completion Rate:

Time on Task:

Error Rate:

Click-Through Rate:

Engagement Rate:

Attribute

Abandoned tasks

Repeated tasks

e High average time

e High standard deviation

e Frequency of errors

e Types of errors

® Low click-through rate

® Frequency of engagement

e Duration of engagement

Data

5% (good)
2% (good)

7 minutes (excellent)

2 minutes (excellent)

1 error per user (excellent)

10% syntax errors (good)

20% (excellent)

4 times per day (excellent)

10 minutes (excellent)

Analysis

Users are able to use the feature without any problems

Users are understanding how to complete the process

Process is easy or efficiency

The process is consistent or easy to predict

Users are encountering less problems during the process of setting

Program language used in the Ul is confusing or unclear

Users are clear with content, easy to find CTA, Ul design is intuitive

Users are easy to find the policy configuration feature with useful or valuable

Users are interest or more like to interact with the process



UX Validation result after new policy configuration features luanched

After 7 days of launch, send the survey to 10 SecOps and combine the data from data analytics tools to calculate. A o
UX Value 6%

Engagement 5% Avg. 7.00
s e Features — DAU Data (6/10) 6
E e Features — Last 7 DAU Data (7/10) 7
E e Features use often Survey 8 Happiness 30% Avg. 7.50
E X e Easy to learn Survey 8
i s e Easy to use Survey 8
: Rentention 0% Avg. 7.70 X e Recommend product to others? Survey 7
& Rests = CAREDaY Data (72%) 7.2 ® Recommend features to others? Survey 7
Action """ o Features - Last 3 Day Data  (82%) 8.2 + Attitude » UX Score
e Features — Last 7 Day Data (77%) 7.7
i : Adoption 5% Avg. 7.33
1
E s e Would like to use Survey 8
I Task Success 307 Avg. 7.75 o e Would like to use after 7 days Survey 7
i & Cormpios ks etk Sy 8 ® Would like to use instead of Survey 7
. choose other product?
! e Complete tasks accurately Survey 8
oo e Complete tasks easily Survey z
e Completion of daily tasks Survey 8




Empowering others with same

Design System

Applying design system empowerment on other products allows for the
seamless integration of design elements and principles, resulting in a cohesive
user experience and strengthening the overall brand identity. Fostering a shared
understanding and language across cross-functional teams and disciplines.

(L3 ET




Design System for Cross—Functional Teams O

DiDi Privacy Center

G Background:

= Compliance Requirement need to build from scratch

Clickable Prototype for an efficient, scalable, and user-friendly privacy center

8 Action:

= Empower EagleEye Design System with reusable Ul components and design patterns
= Collaborate with cross-functional teams to ensure the design system effectively

= Test and validate the usability through user research

8 Result:
Achieve a cohesive, consistent, and on-brand privacy center design
.+ Improve user experience metrics such as engagement and adoption rates
Align with evolving user needs and business goals.

a0

2 anes

= nusr

G aman

& wanr

o vees

P aean

lasnrxee

]
Buzres
ruaz

2om%0n
sowmt

P
anmarns

220N

1ames

umin

Inaxn

anan

A BAIAEN
5 WERRR

e

v &m
0 Ee-TESNASTIEN

e
AHRERRAC AR TR
20ums

n Bastazvenl

(L
s
© anes s |_eswemsien |
-
wenre we s
masare == “anamr mass s enmnar e
Inasen
& asnnmrzesn ARZARA AR IANERAR
e nm sRaRroATIARE smann
EaNLE wW ArRA ARUTARINEETNN WENA SRS IE
# atan B BN AFRA. RENC | REE. BAN TH SR WA RERLES. MEAT. EASELN DRANCNEG
Lo nErzres
= sens
& ResmeErens SEERATONSRAREIURETNLN RT. NS
O anzu 1 waw WENESORAYUBTTOMMY. WANY, HAMAUHS
a0 xom i
-
@ vesr BE W GAFRA) . EEN ARE) . RS GUPRE) . 89 USRS SHEALOEARENABETIANETLIIAL REY
L e LEA GAKE. SRNERAN. ERLENMES. NE
o vees
& namzenn HININNRIANGE NARESIONE). HAT
P wean
1 W RERA FRMTTALSY nEErea
nuw Y TR
B

W ASRA) WA ENR BN MW AR
B HARE) . AEE MAN. %G, W TOE MRS

& TARERrRAR
2 wAs

we (ArRA)

SAATIRTRRTES

e 2. SUEABUTNGRENERET IARESERANR

ARES. AW 2R AP W

asngzenyranns

Ino1n
-
028 AMIHHERREDHNLRRT FARP
2 anes eW oo AR ox AT e
035 | Sesntansmaniin usieimamsaiin
0 201BML
o Tar xem w8
09, | i wesists: naianic skl i v
0 BRFELTNER
to W1 sem WM BT e
05 BACHIREACTEANS R S BAUKSRKRCTRN MRS
¥ ot 02A  HEERRATHLARISAPP
o | RO AT
S senn 23 SURBANRLTRRZDNISAY. GADNESRRZNS AUNLER
cen
11 Ressmrdnss gan - ] oy L]
P waun
6B BafEATNER
B} 01 en oM ¥R AL os

BATMYRERO TR



Design System for Cross—Functional Teams o

Anti Intrusion IDR Platform

G Background:

The current design has inconsistencies and usability issues

Applying EagleEye Design System for better consistency, usability, and scalability.

8 Action:

« Empower EagleEye Design System with reusable Ul components and design patterns
* Working closely with cross-functional teams to ensure its effective implementation

= Validate the effectiveness of the design system through user research and A/B testing.

¥ Result:
. = Increase user satisfaction and engagement, resulting in conversion rates and task success rates
- Establish a cohesive and consistent brand identity across the platform
Align with evolving user needs and business goals.
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Talent Development
EagleEye

Large screen

Data

Visualization

G Mentored and collaborated with intern to
successfully complete projects from
conception to launch.

Enhanced product competitiveness and
increased client conversion rates during
commercialization.

\
-3

%
o

279

27,701
22 ,955
21,665
21,513
20 gag



Talent Development

DiDi Intl.

Privacy Platform

8 Provided mentorship to intern while
collaborating on the complete re-design

the entire platform for global internal customers.

G Concluded design patterns and specification,
resolved UX issues to achieve a consistent
and intuitive design that increased
task success, adoption, and engagement
rates and met user needs.

News Notice

Processing Activities

(8 Privacy Center Home
Quick Access Usér
Decryption

Overview

Country Regulations

® 189

& Brazil 185

() Germany 159

') Mexico 123

@® Japan 89

Regulations

®
&
O

@ Brazil

Construction of Law

Laws and regulations

Penalty cases

Penalty

EU
The General Data Protection Regulation
(GDPR)

Brazil
Brazil General Data Protection Law
(LGPD)

Germany
Federal Information Protection Act
(BDSG)

Home page of international privacy platform

67
349

$2B

®
&
O

Library My ROPA

Get Permissions

)

Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed diam nonummy nibh euismod

EU
The General Data Protection Regulation
(GDPR)

Brazil
Brazil General Data Protection Law
(LGPD)

Germany
Federal Information Protection Act
(BDSG)

US AR haotian
b

Sign Out

Top News

Spain: AEPD fines FurnishYourSpace
€6,000 for GDPR

Violations relating to inadequate privacy
notice design

Microsoft shuts down China’s LinkedIn
service for challenging compliance

Environment recognition technology

The Office of the Australian Information
Commissioner prohibits convenience
store chain 7-Eleven from using facial

Recognition technology

Information Commissioner prohibits The
Office

Violations relating to inadequate privacy
notice design

Notice

Mexico

TERMINOS Y CONDICIONES DE USO DE
DIDI FOOD PARA USUARIOS

Japan

DIDIYf —EZAFABRLN (RER)

Russia

Monb3oBaTenbCKoe cornatieHue

P
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PIR Table Paddng Speckcation
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Some design specs
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Endorsements from PMs O

¥ Influence on PMs

.
. o
(]
]
]
. “With complete design ideas and comprehensive ' .' = ‘ ‘ T = NIRRT NS YN
- = - ® ® ® ® ® ® ® ® " " > .
e ‘ ‘ '. ¢ abilities, have great enthusiasm and strong initiative ' . :
(]
: ' : for design work, and have a strong sense of service. Bz ‘ ‘ cecececcecccceeeea, ' “Fomtheinternational privacy platform to the .
#  “Wen Liu not only can complete the visual design : ¢ He can think deeply about improving the overall : ' ' : domestic privacy center product build, Wen not ’
’ excellently, but also has a deep accumulation of . o design level of the system.” 9 . ' s only has continuous high-quality design output, but .
. . ¥ “Thanks to Wen Liu for supporting the IDR platform ¢ '
¢ Product interaction friendliness and security [] ' ' §  also led the team to build Ul design specifications ’
#  product design logic. He has a good sense of ' : . ' project; haiping the plstform to standardize a unified 5 : to provide strong support for compliance work, and ¢
. ’ Vi U work,
' ' ' ' s visual style, improving the platform user experience, ' - ’
service and actively helped me solve many problems Veaeoa, R R IR , , - e . . ¢ all teams are very recognized. p
: In the product design of Eagle Eye” i 4 0 2 and adding support for internationalization. Looking ¢ 0 .
’ 357 o forward to the continued cooperation in the ¢ ]
. ” . ‘ .
N [] s subsequent platform Ul improvements ¢ ®ea, """ ecoaa - e
WHN S S W0 0.® ,’ RN 1o’ SSO Center - Product Lead ' ' 0 d
s (] A e L] . Ve
. SSTG/Info Sec/Engineering Platform/ . o

L4

Privacy Center — Product Manager
SSTG/Info Sec/Engineering Platform/

Anti-Intrusion IDR — Product Lead - Sec Architecture

SSTG/Info Sec/Cyber Sec/
Anti-Intrusion

)

- Sec Architecture

L4
.

EagleEye Sr Product Manager
SSTG/Foundation Product/

Endpoint Sec -
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